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Ansible
apt module, 29, 39

authorized_key module, 27
blockinfile module, 32
commands, 9

ansible, 9, 30
ansible-playbook, 9, 11, 30

copy module, 30, 40
file module, 19
group module, 18
handler, 33
hostvars, 43
installation, 7
lineinfile module, 15, 31, 32, 52
lookup function, 27
notify, 32
package module, 14
playbook, 8

import_tasks, 8
service module, 33
set_fact module, 42
systemd module, 41
template module, 42
ufw module, 51
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user module, 16–17
group assignment, 19
options, 17, 19
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Dockerfiles, 62
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installation, 65–66
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union filesystem (UFS), 64
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E
errors

connection refused, 140–142
connection timeout, 140
high load average, 127–129
high memory usage, 129–131
high iowait, 131–133
hostname resolution failure,  

133–138
out of disk space, 138–139
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find, 138–139
firewalls, 49–58
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network firewall, 49

firewall.yml, 51
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errors, 115
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traffic, 115
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Grafana, 111, 113

grafana-service, 113
telnet-server Dashboard, 116
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greeting.service, 40
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iptables, 50
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journalctl, 144

common commands,  
144–145

priority level, 145
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journald, 144
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K8s. See Kubernetes
kubectl client, 78, 112, 144
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get deployment, 93
get endpoints, 91
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get services, with label flag, 89
logs, 93
logs, Alertmanager, 123
rollout, 104, 105, 122
scale, 92

Kubernetes, 77
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cluster overview, 78
Configmaps, 81
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Deployments, 79
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kubectl, 82
manifest, 79

containers, 86
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replicas, 85
selector field, 85
Service fields, 87
spec, 85
template, 85
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Namespaces, 81, 112
node, 78
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Pods, 79
replicas, 79
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rollout history, 104
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scale, 89
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lsof, 133, 139
ltrace, 151
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mean time to recovery (MTTR), 105
memory manager (OOM), 143
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kubectl, 82, 84, 87
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installing, 65
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package, 14
service, 33
set_fact, 42
systemd, 41
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user, 16–17

monitoring sample application, 
111–115

monitoring directory, 112
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installing, 112
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nameserver, 134
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netstat, 141
nginx, 39
nmap (network mapper), 55, 57
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filtered, 56
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OOM (out of memory  

manager), 143
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OS-level virtualization, 62
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Module), 14
pam_pwquality, 14–15, 17 21
parsing logs, 146
passphrase, 26
Pending alert state, 120
Persistent Volume (PV), 80
probing processes, 148
Prometheus, 111, 114
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Alerts page, 120
configmap.yaml, 114, 119
prometheus.rules, configuration, 

119
prometheus-service, 114
running a query web  

interface, 118
severity Critical, rule label, 120

PromQL, 118
provisioning, 3

firewall, 53
SSH, 33
sudoers, 44
user and group, 20

ps, 129, 131
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Public Key pair, 26
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public keys
authentication, 26–28
copying, 27
rsa, 27

PV (Persistent Volume), 80
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python3-flask, 39

R
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trust-ad, 135

resolvectl, 135
resolver, 135
restart_ssh.yml, 33
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RSS (resident set size), 131
runbook, 120

S
Secure Shell (SSH). See SSH (secure 

shell protocol)
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shadow file, 17. See also /etc/shadow
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skaffold, 97, 100
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deploy, 100–101
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dev, 100, 102
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skaffold.yaml, 98, 100
structureTests, 99
test section, 98

socket statistics (ss), 140–141
listening, 140
socket owner, process, 140

ssh-keygen, 26
SSH (secure shell protocol), 7, 25

session, 145
SSH server
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ChallengeResponseAuthentication, 
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configuring, 31
keyboard-interactive, 31
Match, 32
publickey, 31
restarting with Ansible handler, 32

strace, 133, 148
follow child processes, 149
output to file, 150
PID, 149
string size, 149
summary, 149
track specific system calls, 150
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Cmnd_Alias, 43
creating file, 42
Defaults, 41
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sudoers (continued)
file anatomy, 41
Host_Alias, 43
Jinja2 template, 43
LOCAL_VM, 43
policy planning, 38
testing sudoers policy, 45

accessing Greeting, 45
editing greeting.py, 46
sudoedit, 46
systemctl start and stop, 46

User Specifications, 41
validate, 43

sudoers.yml, 42
sudo su, as bender user, 22
syslog, 149

3164 protocol, 143
5424 protocol, 143
format, 143

system calls
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close, 149
recvfrom, 149
sendto, 149

systemd, 39, 43, 46
reload, 41
resolved, 134
resolver, 135
systemctl, 46
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tcpdump, 141
TCP three-way handshake, 142
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creating Deployment and Services, 

87
Deployment manifest, 84
get deployments, 88
Grafana dashboard, 117
metric Service, 87
Pod

killing, 92
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scaling Deployment, 92
Service manifest, 87

rollback, Kubernetes, 104
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telnet via Kubernetes, 91
testing Kubernetes deployment, 89

telnet-server (application), 66
building container image, 68
connecting, 74
containerizing, 66
Dockerfile, 67
getting logs, 75
Grafana dashboard, 117
running container, 70
testing with telnet, 74, 103, 105
verifying container image, 69

three-way handshake, 142
ACK, 142
SYN, 142
SYN-ACK, 142

time-based one-time password (TOTP), 
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top, 128
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CPU percent column, 128
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output, 128

traces, 109
troubleshooting, 125–142

connection refused error,  
140–142

high iowait, 131–133
high load average error, 127–129
high memory usage error, 129–131
hostname resolution failure, 

133–137
out of disk space error, 138–139

two-factor authentication (2FA), 28–33
two_factor.yml, 28, 29, 30, 33

U
Ubuntu VM setup, 9–11
UFW (Uncomplicated Firewall), 50

BLOCK, 57
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LIMIT BLOCK, 58
logging, 56–57
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rules, 50
testing, 54

uptime, 127
user_and_group.yml, 16, 18–20

V
Vagrant, 4

commands, 6
vagrant plugin install, 5
vagrant provision, 21,  

34, 45, 54
vagrant ssh, 21
vagrant status, 11
vagrant up, 9, 11

guest additions, 4

installation, 4
vagrant user, 21, 22, 31
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