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process herpaderping, 211–212
process hollowing, 205–207
process ID (PID), 10
process image manipulation, 197, 

210–214
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rundll32 (rundll32.exe), 37–38, 295–298
RunOnce keys, 293
run path enumeration, 118
RunPE, 205–207

RunPE Unpacker, 381–382
Run registry keys, 293–294



452   Index

Russinovich, Mark E., 436
Rust, 245
RWX (read- write- executable)  

memory, 228

S
Saini, Ankur, 271
Salinas, Rotem, 283
sandboxes, 20

automated malware triage with, 
31–36

circumventing analysis, 144
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