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private (PRV) memory, 13
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process reimaging, 214
process replacement, 205–207
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registry, Windows. See Windows registry
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Remnux, 389, 404–408, 416–417
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Rivest Cipher 4 (RC4), 327, 331–332, 

340–241
Roccia, Thomas, 271, 437
Rodionov, Eugene, 437
rogue byte technique, 152–153. See also 
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round-robin technique, 261
RtlAddVectoredExceptionHandler 

function, 424
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RtlCreateUserThread function, 200, 425
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rundll32 (rundll32.exe), 37–38, 295–298
RunOnce keys, 293
run path enumeration, 118
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Run registry keys, 293–294
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self-termination for, 130
unnecessary process spawning 

for, 136
free and open source, 31
process tree in, 33

Sandboxie, 120
Sandworm, 248
SANS SIFT Workstation, 389
Santos, Doel, 307
Santos, Roberto, 271
Scylla, 358–359, 374–377
ScyllaHide, 181–182
SDB Explorer, 217
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syscalls, 7
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uptime, 101
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paths, 79
pipes, 87
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x64 (64-bit) assembly code, 44, 47, 

192–193
64-bit SEH, 192–193

x64dbg. See also debugging
adding a watch expression to, 192
analyzing with, 62–68
breakpoint settings, 175, 365
dumping memory to file, 375
patching, 68–69
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