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SPV wallets vs. full wallets,
193-195
Bitcoin ATMs, 62
Bitcoin classes (Java), 231



242

Index

bitcoin.conffile, 218
Bitcoin Core, 38, 214
initializing connection, 220-221
JSON-RPC API, 222
programming techniques and,
217-218
starting, 218-219
version 0.1, 113
bitcoind, 214
programming techniques and,
217-218
Bitcoin exchanges, 52
intermediaries, 53-54
live exchanges, 71
Bitcoiniacs, 53
Bitcoin Improvement Proposals
(BIPs), 40
Bitcoin], 226
exception types, 239
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issues for wallets, 239-240
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reasons for, 232-233

recording transactions, 161, 170
size of, 191
storing, 33
Blockchain.info, 87
block depth, 25
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from middleman, 52-57
person-to-person, 67-71
bye-bye-money program, 236-239
ensuring money transmission, 238
running, 238-239
Byzantine Generals’ Problem, 2-3,

164-165
C
C#, 226
C++, 226

calculus, 211

callback function, 221

cap on total bitcoin supply, 26
Cavirtex, 64

change address, 187

charities, accepting bitcoins, 18
Chaum, David, 111

Circle, b3

client.getBalance function, 222
client.listTransactions function, 223
client-server architecture, 119



Coinbase, 36, b3
buying bitcoins with, 58-61
linking bank account to, 59-60
registering at, 58
coin control, 196
cold storage, 47
vs. hot storage, 33-34
collision, hash functions, 132
colored coins, 205, 206
comic
on altcoins, 181-184
on Bitcoin, 73-108
commodities, spread for, 65-66
computer viruses, threat to
wallets, 216
confirmed payments, security, 194
confirming transactions
in Hello Money! app, 222
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wallets, 193
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J

Java, 226
initializing objects, 231-233
installing, 226-227
java.io.File class, 231
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217-218
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Landauer limit, 157
laptops, private keys on, 44
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length extension, 171n
liability, for stolen bitcoins, 34
lightweight wallets, 192
limit orders, 66
Linux
installing Git, 227
installing Maven, 227
Open]DK version of Java, 227
setting up Bitcoin Core server, 219
live Bitcoin exchanges, 71
LocalBitcoins.com, 67, 68
escrow service, 70
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man-in-the-middle attacks, 216
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created with, 228
installing, 227
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transactions, 68
MemoryBlockStore function
(bitcoin]), 237
merchant services, 214
Merkle trees, 192
mesh networks, 169
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52-57
Miller-Rabin primality test, 90
millibitcoins (mBTC), 9
mining, 5, 20, 26-27, 96, 99, 161-180
in 2030, 201-202
decentralization of, 179-180
difficulty of, 173
distributing new currency with,
167-168
hardware, 174-175
2030 requirements, 202
energy efficiency of, 178
profitability threshold curves
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need for, 162-168
nodes, 170
pooled, 175-176
practicality, 50
preventing attacks with, 166-167
process for, 168-176

for profit, 176-177
proof-of-work in, 138-139
solving a block, 171
modular arithmetic, 131n
“m of n” private key, 42
money laundering, 112-113
Moore’s law, 179n
Moxie Jean, 67
Multibit, 38
multi-signature addresses, and
fragmented private keys,
41-42
multi-signature transactions, 57,
69-70
mvn install command, 230
My Wallet Service, 37
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identity, 113

last comment, 114

white paper on Bitcoin, 112
network effect, 120
NetworkParameters structure, 232
newbiecoins.com, 13
newly minted bitcoins, 26-27
Newton, Isaac, Principia, 210-211
node-bitcoin, installing, 218
Node,js library, 217, 221

installing, 218
Node Package Manager, 218
nodes

broadcast only, 169

full, 191

relay, 170
nominal deflation, 126
nonprofit organizations, accepting
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NXT, 125
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off-chain transactions, 201
offline transaction signing, 40—-41
onCoinsReceived function, 234-235
online wallet services

hosted, 36

personal, 34, 37
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orders, placing to buy bitcoins, 65

order of curve, elliptic curve
cryptography, 152-153

orphaned blocks, 24-25
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paper money, color copiers as
threat, 110
paper wallets, 39
encrypted, 39-40
passwords, 14, 40
for brain wallet, 45
function of, 40
loss of, 37
Peercoin, 125
PeerGroup object, 233-234, 240
peer-to-peer architecture, 119
pegging, 120
pending transaction, 18
Perrig, Adrian, 110-111
personal wallets
vs. hosted wallet, 34-35
hot storage, 37-38
online services, 37
person-to-person bitcoin purchases,
52, 67-71
point multiplication, 150, 158-159
point-of-sale terminals, watch-only
wallet for, 187
polling, Bitcoin programming, 223
pom.xml file, 229, 236-237
pooled mining, 175-176
portability, of currency, 117
Preneel, Bart, 140
price discovery process, 120
privacy, 11n
and criminals, 124
multiple addresses and, 12
private currencies, 2
private key, 11-12, 150
compromise of, 41
extra protection for, 139
fragmented, and multi-signature
addresses, 41-42
generating, 37
importing, 237
master, 188

memorizing, 45
parable on, 141-145
reversing function of, 136
security for, 39, 186
signing transaction with, 156
SPV wallets vs. full wallets, 194
storing, 33
profit, mining for, 176-177
programming languages, for Bitcoin
network connection,
225-226
proof-of-stake, 125
proof-of-work, 125, 166
and blockchain, 165
in mining, 138-139
protecting bitcoins, 61. See also
security
protocol, for Bitcoin, 112
public information, transactions as, 11
public key, 150
encryption, 91
master, 188
parable of, 141-145
reversing function of, 136
sharing, 156
public key cryptography, 133-135
public/private key pair, creating with
ECDSA, 154
pushing, Bitcoin programming, 223
Python, 226

Q

quick response (QR) codes, for
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Race Integrity Primitives Evaluation
Message Digest (RIPEMD),
139-141, 188

radical decentralization, 126

random key generation, 187-190
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relay node, 170

RelayRides, 67

remote servers, Electrum
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RIPEMD (Race Integrity Primitives
Evaluation Message
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Rivest, Ron, 133-134
rounding errors, 235
and cryptography, 151
RSA encryption, 133-134, 137
Ruby, 226
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satoshi (bitcoin unit), 9
Satoshil.abs, 43
Satoshi Square, 71
savings, Bitcoin for, 121-122
scarcity, of currency, 118
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Secure Hash Algorithm (SHA),
139-141, 188
ASIC optimization to
calculate, 174
security, 14, 118-119
of Bitcoin exchanges, 63
confidence in, 216-217
double hash scheme and, 156
SPV wallets vs. full wallets,
193-194
of storage, 35
seed, in Electrum, 14, 15
sending money
from Bitcoin address, 236-239
code for, 238
SendRequest object, 238
settlement period, 55, 56
SHA (Secure Hash Algorithm),
139-141, 188
ASIC optimization to
calculate, 174
Shamir, Adi, 133-134
Shamir’s Secret Sharing method, 42
shares, of mining reward, 176
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Silk Road website, 124

simplified payment verification
(SPV), 191, 233
vs. full wallets, 193-195
single key generation wallet
programs, 188
smartphones
private keys on, 44
wallets on, 192
software as a service, 34
speed of payments, SPV wallets vs.
full wallets, 193
spending bitcoins, 17-19
SPV (simplified payment
verification), 191, 233
vs. full wallets, 193-195
SPVBlockStore object, 232, 233
stateless currencies, 2
storage, Bitcoin, 31-47
choosing method, 46-47
hot vs. cold, 33-34
of large amounts of bitcoins,
38-42
private key, 33
safety, security, and
convenience, 35
of small amounts of bitcoins,
35-38
SPV wallets vs. full wallets, 194
Trezor, 43—-45
summation, pseudocode for, elliptic
curve cryptography,
158-159
symmetric key cryptography, 133
synchronization, SPV wallets vs.
full wallets, 193

T

Takhteyev, Yuri, 112n

tangent to curve, elliptic curve
cryptography, 150

thick wallets, 191

thin wallets, 192

third-party service provider,
as bank, 33

timestamp, for block, 172

Tor, 127

trade volume, of exchange, 63

transaction confirmation, 25

transaction fees. See fees



transaction history, verifying
validity, 138
transactions
authorizing with digital
signatures, 137-138
full vs. simplified payment
verification, 191-195
information in, 138
off-chain, 201
ordering, 166
potential, in 2030, 201
signing
with ECDSA, 153-156
offline, 40-41
offline vs. online, 186-187
with private key, 156
transferring dollars to exchange
account, 66
Trezor, 43-45
true blockchain, 24
true ledger, 166
trust, 110, 111
two-factor authentication, 36, 53-54
setting up in Coinbase, 58-59

u

unit of account, 123
units, Bitcoin, 9
unspent output, 196

\

valid transaction, 191
vendor APIs, 214-215
Visa, 112

volatility, of Bitcoin, 120

w

wallet file, 13, 33, 186
Wallet.loadFromFile() function, 240
walletNotify feature, 223

wallets, 12-19, 28—29, 185-198
acquiring bitcoins, 16
Bitcoin] issues, 239-240
brain, 45-46
creating empty, 232
future changes, 197
generating, 38—42
getting bitcoins into, 17
hardware, 42—-43
online hosted services, 36
paper, 39
personal vs. hosted, 34-35
running on autopilot, 214
selecting, 197
software design fundamentals,
186-195
features, 195-196
offline vs. online transaction
signing, 186-187
random vs. deterministic key
generation, 187-190
transferring coins from Coinbase
wallet to, 61
virus threat to, 216
watch-only. See watch-only wallet
Wallet.saveToFile() function, 240
watch-only wallet, 186
combining deterministic key
generation with, 189
math supporting, 189-190
full vs. SPV, 191-195
for point-of-sale terminals, 187
Windows development environment,
JavaScript on, 218-219

XBT, 9

z

zero point, elliptic curve
cryptography, 152-153
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